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Responsibility as an hyphen

Responsibility

? Required
access rights o
DAC RBAC TRBAC to perform Responsibility

MAC  ABAC OrBAmesponsibmty defined
| |

Application layer

Access rights
management

Governance
needs

Business layer

» Access rights management tends to consider business concepts
« Governance needs require to provide accurate access rights

* Responsibility is perceived as an hyphen between both worlds
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INTRODUCTION wiwn | ||

Unrefined picture of zone of concepts

COBIT ISO/IEC ISO/IEC | BASEL Il
27000 38500

Responsibility needs capabilities X X
Responsibility generates responsibility X X X
Responsibility composed of accountabilities X X X X X
Responsibility concerns tasks X X X X X
Responsibility defined by Governance rules X X X X
Responsibility needs access rights X X X

Governance rules

generates Capabilities

define

Responsibility

Accountabilities ¢
Access rights
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Designed artefacts

» Considering the corporate and IT governance needs, what are the concepts which
constitute the core of the employee responsibility and how these concepts may be
associated in a dedicated Responsibility metamodel?

« Responsibility metamodel

* How may business/IT alignment be improved considering the responsibility, in the
context of enterprise architecture models, and for the field of access rights
management?

» ArchiMate extension with the Responsibility metamodel

* How may responsibility be mapped with the role based access control model and how
does this mapping enhances the engineering of roles?

* Method for the access rights management
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Method and Limitations

* Method
*  Review of the concepts from the literature
« Concepts definition
* Integration in the Responsibility metamodel

* Limitations
* Responsibility relates to business tasks
* Responsibility are those of employees from bureaucratic organisations
* Responsibility metamodel kept simple
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BusinessObject

BusinessRole Employee

Gouvernance
Rule

Condition

/:

L]

BusinessTask StructuraITas

Accountability |

Sanction

Right I
Capability Responsibility ~ Task
Actor Business Object
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Task and Business object

Business Object

Lsusk

Task

The BusinessTask TreatPatient uses the BusinessObject PatientFile

The BusinessTask SeekInformationAboutPathology uses the
BusinessObject PathologyKnowledgeBase

The StructuralTask ValidateTreatment concerns the BusinessTask

1" )

Goal [1]:Char
Procedure [0..1]:Char

helps for

-

BusinessTask 1

TreatPatient

< /

SuperviseTask

ApproveTask SupportTask

o

StructuralTask

concerns

is_concerned_by

AdwseTask ReportTask

ControlTas k
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Actor, Responsibility, Accountability

BusinessRole plays is_played by Employee

0.* [ 1.* is_concerned_by
is_assig i+
1 1
{disjoint, complete) ) . BusinessTask
is_assigned_to COMNCEmns
1
Actor
1.*
towards
checks .
1. to_achieve
1.* Task

-
Accountability | “is relasted to 0.1

is_related to to do 0@l [1}Char

—_  —  — —— Procedure [0..1):Char
1.0 0.1

Alice plays the BusinessRole of IT specialist and is assigned to the Responsibility
which aggregates the Accountability to_do UpdatePathologyKnowledgeBase

The DoctorGeneral is assigned to the Responsibility which aggregates the
Accountability to_achieve TreatPatient

J
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BusinessObject | uses
;> [
g BusinessRole | 5,5  is_played_by  Employee is_concerned_by
1.*\refers_to ———————————— —————————
concerns lo.* 1 g
& '\1 BusinessTask
Gouvernance SONERIS .
Rule 1
Expression: char ¢Qaceing
s_constrained_by
towards
o is_used_hy needs
Condition existes_under 0.* 0
ion: * to_achieve v
Expression: char 0. comEsmiE s - 1. — Task ’
1. Accountability | “is_related_to 0.1 Goal [1].Char 0.1
is_required_h
SRR G w Procedure [0..1):Char | NeIPS for
v X [
0..' * * .
0. 1.7\ is_related_to is_concerned_hy
| required . o+ \ is_related_to ApproveTask 0.7
required S N |
Sanction \D StructuralTask
Capability | 0."
_SuperviseTask | f
/ L . . . \ ControlTask SupportTask
The Accountability to_do TreatPatient requires the RightToUse the AdviseTask
PatientFile
ReportTask

The Accountability to_do the ManagementOfTheHospital requires
the Capability to Manage a team

o
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Manager concerns PathologyKnowsledge PathologyReport
:Capability Base:BusinessObject :BusinessObject

X oy ——

requires

requires

is_assigned_to

is_concemes_by .

related_to
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is_related_fo

requires
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AdministerDrugs
:BusinessTask

Ia_required by
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Ministre:BusinessRole

GuaranteeHeathcare
:BusinessTask

Geal="Have all patients...”
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ReportAbout
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Procedure="_.."
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:BusinessTask
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Doctor net in hospital

is Pathology sles_under
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oy Meaning
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n-m mapping

1-1 mapping

BusinessObject | usas

BusinessRole ;i) is_played_by _ Employee

1.7 \refers_to

is_concemed_by
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_constrained_by

Condition

Exprassion char | o
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Responsibility ArchiMate element | Mapping Integration Integrated element
element rule

Business Object | Business Object 1:1 Merge Business Object

Task Business Process 1:1 Specialisation | <<Task>>

R_Business Role | Business Role 1:1 Specialisation | <<R_BusinessRole>>

Responsibility Business Role 1:1 Specialisation | <<Responsibility>>

Employee Business Actor 1:1 Specialisation | <<Employee>>

Accountability Business Function 1:1 Specialisation | <<Accountability>>

Right To Use Access association 1:1 Specialisation | <<RightToUse>>

Sanction - - Addition of <<Accountability>>, Sanction:
attribute Sanction description

Condition - - Addition of <<Accountability>>, Condition:
attribute Condition description

Capability - - Addition of <<Accountability>>, Capability:
attribute Capability description

Source Driver 1:1 Specialisation | <<Source>

Governance Rule | Requirement 1:1 Specialisation | <<Governance Rule>>
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RBAC Administration

Al

Application function:
represents a behaviour

element that groups
automated behaviour
which can be
performed by an
application component

Data object:
w~ represents a passive

element suitable for

automated processing

Manage SOD m Manage RBACQ Assign Users toﬂ Rewview Lsers- Q Assign Q Rewview RBAC m
Raoles RBAC Roles RBAC Roles Permissions to Fales-Permissions
Hierarchy Assignments RBAC Rales Assignments
v E
Static 50D .
Constraints W
' Users
r L]
Dynamic 50D RBAC Raoles
Constraints Hierarchy A = £ "
= RBAC Rales
Session & ‘»_
- Permissions
[—‘:O Active Raole Set L Lo
: Wy W b
Authenticated : 7 T Users-RBAC Permissions-RBAC Acess request
User Identity Rales Rales Assignments
T : Assignments 7
RBAC System Suppart Q
Manage (] Peform [ 3
Session |- —————— —ArctiveRote Set-——————— Access Check
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R-BT Concern

Summary of the

Accountability
trace to associations PF—— |

concems !

0.
Aggregation

s_raquired_by

Require association

\
\
/"'—___ ___-__"---_,____
) ~ ~
- % {Disjoint, complete} is_cmpoerned_by 1 \ // ~—
0.1 \ \ 1.* I
is_assigned_lo kY 'l,. is_assigned_to ¢ required
Employee is_playad_by 0.* | R_BusinessRole |is_assigned_lo Y I". 1.* | Responsibility '.\ 0.+ \ 2.5 is concemed by CONCEMS
! . 1 0 \ - \ _ N
o.* / plays 0.1 I \ 1.° X Business Object
1 / | W is_assigned_io RightToUse
/ 1 i N 1
/ | - 1 RU-BO Concern 1
' . iati n
Play association RBR-R Assign association E-R Assign associatinn associatio
] [ 1
1 [ 1 L 1
trage lo lrat‘? 1o A
trdce to trage to trace to ———— {Disjoint, complete} ———————. ; rege o tracg to tracefo  trage to trace to frape to fracg to
\ trace to
BUSINESS LAYER
APPLICATION LAYER 0.1 0.1 0.1 0.1
User-Role Assign association Permission-RBAC Role Assign association P-0 Aggregation 0-0 Concern association
I'| kS
! I'. - \\
0.1 | o ] \ 0 0.1 0.1 0.1
| \ Y
! A
User 0. 0.*| RBAC Rele (0. 'I [ Permission 0. N Operation 0.* 1 Object
| \
UserlD:Char RolelD:Char ~ ObjectiD:Char
-/ 1 0. L T _H__---\-
herl \ ——
inherite ' —
Execute Y
User's Role
Write Read
0.1
A RBAC Role generated from a BusinessRole is
assigned to a User generated from an Employee
if this BusinessRole is played by this Employse A Permission generated from a Responsibility is

. composes a Permission generated from a
assigned to a RBAC Role generated from a Responsibility if this RightToUse is required
BusinessRole if this Responsibility is assigned L o
. X . by an Accountability which is aggregated to
to this BusinessRole, or to an Employee which this Responsibilit
generate a User assigned to this RBAC Rale Spons ¥

An Operation generated frem a RightTolse
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Access Rights Management - BUSINESS LAYER I
RBAC =
dministrator -
—]
[
Access Righty marMnt processes \ I
Papulate the = Populate the list 5> Populate the = Paopulate the list of 5> Paopulate the list of 5>
list af Users of RBAC Role list of Users to RBAC RBAC Roles to
Permissions Roles assignments Permissions
T : assignment:
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Business role: RBAC administrator
Business processes:
~ Populate the list of Users

T » Collects the list of employees
who need to access the
' information system

* From the responsibilities

BUSINESS LAYER

RBACbuslnd;ssDbje(ls- | ................................................ model |n AI’ChIMate
Mo i e « OQutput: Business object «List
i 2 S L of Users»
, P - UserlD:Char » List of users realized by data
RBACRF’ eeeeeee :’ del’-APPl‘I'C-A'T‘IONJMER II ObJeCt ((Users))
Ac.;essmghts:— nt application function
s :  Populate the list of RBAC
Assign Users to (=) Assig A}
[ RBAC Rales J [ P;ﬂés:n‘sftu J R O I eS
- * Populate the list of Permissions
« Populate the list of Users to RBAC
il B R T Roles assignments
----------------------- « Populate the list of RBAC Roles to

Permissions assignments
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- State of the art: Access Control Models and Governance needs
< Access rights models/methods tend to consider business concepts (responsibility)
« Governance requires the definition of responsibilities and associated access rights
- 3 main designed artefacts:

1. Responsibility metamodel

2. Responsibility extension of ArchiMate Business layer

3. Method for access rights management based on the Responsibility alignment
with RBAC

 Limitations
- Evaluation mainly performed with case studies
* Alignment only with RBAC model
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